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Advisory - Wannacry / WannaCrypt Ransomware

In view of the global Ransomware attack ‘Wannacry’, CERT — In has issued an advisory for detection and
prevention of Wannacry/WannaCrypt Ransomware. (CERT-In Advisory CIAD-2017-0024 Wannacry/
WannaCrypt Ransomware: CRITICAL ALERT Original Issue date: May 13, 2017.

The Advisory is available on the website of the CERT-In (http://www.cert-in.org.in). A copy of the same
attached as Annexure - I. The Advisory has also been published on the Cyber Swachhta Kendra website
http://www.cyberswachhtakendra.gov.in/alerts/wannacry ransomware.html

Please also note that CERT-In had issued a vulnerability note (CERT-In Vulnerability Note CIVN-2017-
0032 Multiple vulnerabilities in Windows SMB Original Issue Date: March 15, 2017) on its website
(http://lwww.cert-in.org.in) with a Severity Rating of HIGH on March 15, 2017 for possible remote
exploitation of this vulnerability and to apply the patch released by Microsoft for the same as mentioned in
Microsoft Security Bulletin MS17010 (attached as Annexure - Il). A copy of the Vulnerability Note is
attached as Annexure - lll.

Members are advised to take suitable necessary actions/measures in view of the aforesaid Advisory and
Vulnerability Note of CERT-In. Members may also bring the aforesaid Advisory and Vulnerability Note of
CERT-In into the notice of their Constituents/Clients.

For and on behalf of
Metropolitan Clearing Corporation of India Limited

Sageer Khan
Compliance Officer
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