Y. MSE

METROPOLITAN STOCK EXCHANGE

Department: Technology Segment: NA

Circular No: MSE/IT/9503/2020 Date : September 21, 2020

Subject: Cyber Security Advisory - Prevention of DDoS Cyber-attacks and Cyber Security
preparedness

To All Members,

It has been observed that during lockdown period there were drastic increases in cyber-attacks on BFSI
sector especially on institutes rendering financial services. Recently, operations of one of the stock
exchange in Asia Pacific region were disrupted continuously by DDoS cyber-attack.

In order to ensure continuous availability of services and prevent cyber-attacks, all members / participants
are requested to ensure the following:

a) Review cyber security safeguards put in place for protecting the business operations and fix the
identified gaps on priority.

b) Review security of communication links like MPLS lines, point to point leased lines, Internet leased
lines etc. provisioned for trading, communications and other services exposed to the customers and
partners on the internet/private networks.

c) Ensure all the internet links and services are adequately protected from cyber-attacks including
DoS/DDoS attacks.

d) Ensure enough safeguards are put in place to protect private networks from man in the middle
type of attacks and shall use end to end encryption for communication channels/protocols.

e) Ensure adequate redundancy and high availability for private networks provisioned for business
operations availing services from multiple service providers.

f)  Review vulnerabilities of business applications and ensure enough safeguards for targeted
application attacks.

g) If employees/outsourced staff managing business operations are working from home, ensure
adequate safety and security measures (such as hardening of employees home PCs/laptops, ensuring
licensed version of anti-virus, secure VPN access with 2 FA etc.) before providing access to corporate
network/office systems.

h) Continuously monitor applications and services for their availability and good response time.
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The members / participants are advised to adhere to cyber security guidelines / advisories issued by SEBI,
CERT-In, NCIIPC and follow best industry practices and comply with other guidelines issued from time to
time and ensure that all the members / participants give utmost importance to the cyber security
preparedness and in case of any cyber security breach/incident/deficiency, reporting shall be done as per
the Standard Operating Procedure for reporting of cyber security breaches, incidents and deficiencies.

Members are requested to take a note of the same.

For any clarifications, please contact InfoSec Team by sending an email to InfoSec@msei.in.

For and on behalf of
Metropolitan Stock Exchange of India Limited

Mr. Kundan Zamvar
Vice President — IT & CISO
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